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INTRODUCTION 

 

In today’s digital landscape, securing online platforms is more critical than ever. WordPress websites are 

frequent targets of cyber threats, making traditional password-based authentication insufficient. To 

address this challenge, the BAAR MFA (Multi-Factor Authentication) Plugin for WordPress provides a 

powerful, multi-layered authentication solution designed to safeguard user accounts and prevent 

unauthorized access. 

This training manual serves as a comprehensive guide to understanding, configuring, and managing the 

BAAR MFA Plugin. Whether you're a website administrator, developer, IT security professional, end 

user, or business owner, this manual will equip you with the knowledge to implement robust Multi-Factor 

Authentication (MFA) tailored to your organization's security needs. 

 

WHAT YOU WILL LEARN 

 

This guide covers: 

• Installation & Configuration – Step-by-step instructions to set up the BAAR MFA Plugin. 

• Authentication Methods – Using Push Notifications, Time-Based One-Time Passwords (TOTP), 

and OTPs via Email or SMS. 

• Role-Based MFA & Customization – Enforcing MFA for specific users and customizing login 

experiences. 

• Security Best Practices – Ensuring compliance with industry standards while maximizing 

protection. 

 

TARGET AUDIENCE 

 

This training material is designed for: 

• Website Administrators – Managing security settings and enforcing MFA policies. 

• Developers – Implementing and troubleshooting MFA configurations within WordPress. 

• IT Security Teams – Ensuring compliance with security best practices. 

• End Users – Learning how to set up and use MFA securely.  

• Business Owners – Strengthening website security to protect sensitive data. 

By the end of this training, you will have a solid understanding of how to enhance your WordPress 

website’s security using the BAAR MFA Plugin.  
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LOGGING INTO WORDPRESS 

 

1. Open the WordPress login page. 

 

Figure 1: Login Page 

 

2. Enter your authorized email address and password. 

3. Click the Login button to access your WordPress website. 

 

INSTALLATION AND SETUP 

 

This section provides a step-by-step guide to downloading, installing, and configuring the BAAR MFA 

Plugin on a WordPress website. 
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DOWNLOADING THE PLUGIN 

 

The BAAR MFA Plugin is available for download from the following sources: 

• WordPress Plugin Repository – For the standard version of the plugin. 

• BAAR Store – For premium features and licensing management. 

 

INSTALLING THE PLUGIN 

 

The plugin can be installed using one of the following methods: 

1. Installing from the WordPress Plugin Repository 

1. Log in to the WordPress dashboard. 

 

Figure 2: Add Plugin 

 

2. Navigate to Plugins > Add New. 
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Figure 3: Search BAAR MFA 

 

3. In the search bar, enter "BAAR MFA Plugin". 

4. Locate the plugin and click Install Now. 

5. Once the installation is complete, click Activate to enable the plugin. 

2. Installing from the BAAR Store (Premium Version – Manual Upload) 

1. Download the plugin ZIP file from the BAAR Store. 

2. Log in to the WordPress dashboard. 
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Figure 4: Upload Plugin 

 

3. Navigate to Plugins > Add New > Upload Plugin. 

 

Figure 5: Choose File 

 

4. Click Choose File, select the downloaded ZIP file, and click Install Now. 

5. Once the installation is complete, click Activate Plugin. 
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ACTIVATING THE PLUGIN AND SETUP WIZARD 

 

Once the plugin is activated, the Setup Wizard will launch automatically to assist administrators with the 

initial configuration. 

• The Setup Wizard can either be completed immediately or skipped, with all skipped settings 

configurable later from the plugin settings menu. 

 

SETUP WIZARD CONFIGURATION STEPS 

 

The Setup Wizard consists of five steps to define key security settings: 

1. MFA Enforcement Timing 

 

Figure 6: Require MFA Setup 

 

o Choose when MFA should be enforced: 

▪ Force users to setup MFA when they login (immediate enforcement). 
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▪ Allow users to skip and set it up late from their Profile or Dashboard (users must 

set up MFA within a defined timeframe). 

▪ Choose any of the above-mentioned option and click on the Next button. 

2. User Selection for MFA 

 

Figure 7: User Selection for MFA 

 

o Define who is required to use MFA: 

▪ All users 

▪ No users (optional setup later) 

▪ This setting determines whether MFA will be mandatory for all users in your 

organization or not required at all. Select your preferred option and click the Next 

button to continue. 

3. Authentication Methods 
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Figure 8: Available MFA Methods 

 

o Select the MFA methods that will be available for users. You can also specify the default 

method that users will use to log into their accounts. 

▪ Push Notification (via BAAR Authenticator) 

▪ Time-Based One-Time Password (TOTP) 

▪ OTP via Email/SMS 

▪ Security Questions 

4. Recovery Codes 
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Figure 9: Enable Recovery Codes 

 

o Choose whether to enable or disable backup recovery codes for emergency access. 

Recovery codes will be the only backup option if you are configured MFA method is not 

working. These codes serve as a safety net in case your configured MFA method fails. Upon 

enabling, users can download five unique recovery codes—each usable only once—before 

completing their preferred MFA setup. 

5. Finalizing Configuration 
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Figure 10: Exit Setup Wizard 

 

o Review and apply the selected settings. 

o Once submitted, the MFA policies will be enforced for all users as per the defined rules. 

o Click on the Yes button to confirm. 

 

ADMINISTRATOR MFA CONFIGURATION PROMPT 

 

After completing the Setup Wizard, administrators will receive a pop-up notification prompting them to 

configure MFA for their own accounts. 

• Options available: 
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Figure 11: MFA Configuration 

 

o Set Up Now – Immediately configure MFA for the administrator account. 

o Set Up Later – Skip setup temporarily; the option remains available in the admin panel. 

 

 

Figure 12: MFA Configuration 1 

 

Then, click on the Okay button confirm your option. 

It is recommended that administrators configure MFA for their accounts first before enforcing it for other 

users to ensure a seamless security setup. 

 

BAAR MFA PLUGIN – SETTINGS AND CONFIGURATION GUIDE 
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The BAAR MFA (Multi-Factor Authentication) Plugin helps administrators enforce additional security 

measures for user logins by requiring multiple authentication methods beyond just a password. This guide 

explains the settings available in the plugin and how to configure them effectively. 

 

SETTINGS TAB – BAAR MFA PLUGIN 

 

The Settings Tab allows administrators to define how Multi-Factor Authentication (MFA) is applied across 

users. It provides step-by-step guidance on each setting and best practices for implementation. 

1. LOGIN METHODS SUPPORTED BY BAAR MFA  

 

The BAAR MFA Plugin supports multiple login methods to provide flexibility and enhanced security for 

WordPress users. Administrators can enable one or more authentication methods depending on their 

organization's security policies.  

1. Username + Password + MFA (Default Method)  

This is the traditional login method.  

Steps:  

1. The user enters their username/email and password.  

2. After successful password verification, the system prompts the user for Multi-Factor 

Authentication (MFA).  

3. The user verifies their identity using the configured MFA method such as:  

1. BAAR Authenticator (Push or TOTP)  

2. OTP via Email  

3. Security Questions  

4. Once verified, the user gains access to the WordPress dashboard.  

This method provides strong protection by combining something the user knows (password) with 

something they have or receive (MFA).  

2. Username + MFA Login (Passwordless)  

This login method allows users to authenticate without entering a password.  

Steps:  

1. The user enters their username or email address.  

2. The system prompts the user to verify their identity using their configured MFA method.  

3. The user completes the MFA challenge (Push approval, TOTP, Email OTP, etc.).  
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4. Upon successful verification, the user is granted access to the application.  

Benefits:  

• Eliminates password-related risks  

• Reduces password reset requests  

• Improves login speed and convenience  

Note: This option is scheduled for an upcoming release.  

3. Username + Magic Link Login  

Magic Link authentication allows users to log in using a secure one-time login link sent to their registered 

email address.  

 

Figure 13: BAAR MFA Settings 

  

Steps:  

1. The user enters their username or email address on the login page.  
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Figure 14: WordPress Login Page 

  

2. The system generates a secure one-time login link.  

3. The link is sent to the user's registered email address.  

 

Figure 15: Login Link 
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4. The user opens the email and clicks the Magic Link.  

5. The system verifies the link and automatically logs the user into the application.  

Security Features:  

• The magic link is single-use.  

• The link expires after a short period of time.  

• Only the owner of the registered email address can complete the login.  

This method provides a convenient passwordless login experience while maintaining strong security.  

 

2. REQUIRE MFA SETUP & GRACE PERIOD 

 

This setting determines whether users must set up MFA when they log in. Admins can use this option to 

enforce MFA setup for users at the time of login. Alternatively, users can be allowed to configure MFA 

later from their Dashboard or Profile. 

 

 

Figure 16: Required MFA Setup 

 

Administrators have two options: 

• Force users to set up MFA when they login (Immediate Setup) – Users must configure MFA as 

soon as they log in. 
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• Allow users to skip and setup later from their Profile or Dashboard (Temporary Skip)– Users can 

log in without setting up MFA for a limited time. 

Grace Period - If the Grace Period option is selected, administrators can define how many days users can 

log in without MFA. Once the grace period expires, users will be forced to complete MFA setup before 

they can continue using the platform. 

Tip: A shorter grace period encourages quick adoption, while a longer grace period provides flexibility. 

 

3. WHO NEEDS TO SET UP MFA? 

 

This setting determines which users are required to configure MFA. Administrators can choose from the 

following options: 

 

 

Figure 17: Who Needs to Set Up MFA 

 

• All Users – Every user must set up MFA. 
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• No One – MFA is not mandatory. 

• Specific Users & Roles – Only selected user and/or roles (e.g., Administrators, Editors) need MFA. 

Select the username(s) and/or role(s) from the dropdown list. 

Why is this important? 

• Applying MFA to high-risk users, such as administrators, enhances security. 

• Exempting guest or service accounts prevents unnecessary authentication for users with minimal 

access. 

 

4. WHO SHOULD BE PROMPTED FOR MFA SETUP?  

 

This option defines which users receive reminders to set up MFA. 

 

Figure 18: MFA Prompt Settings 

 

• Prompt all users to setup MFA – Every user is prompted during login with the MFA setup. 

• Prompt only specific roles to setup MFA – MFA setup reminders appear only for selected user 

roles from the dropdown menu. 

Best Practice: Limiting prompts to high-risk users ensures security without disrupting general users. 
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5. ASSIGN MFA METHOD 

 

This setting controls whether users have a fixed MFA method or can select based on their roles. 

 

 

Figure 19: Assign MFA Method 

 

• Default MFA method for all users – A single authentication method applies to everyone. Selecting 

this option will enforce the chosen MFA method for all users, regardless of their role. If you choose 

this, you must also select at least one authentication method to apply. 

Available MFA Methods 

This section allows administrators to define which authentication methods users can select for MFA. 

The options include: 

• TOTP via BAAR Auth Application (Time-based One-Time Password) 

• Push Notifications via BAAR Auth Application (Real-time authentication request) 

• OTP via Email (One-time password sent via email) 

• OTP via SMS with Twilio (Coming Soon) 

• Security Questions (Knowledge-Based Authentication - KBA) 

Security Note: 

• TOTP and Push Notifications offer stronger security. 

• Email and SMS OTPs provide convenience but can be intercepted. 
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• Security Questions (KBA) are less secure and should be used cautiously. 

• General employees may use Email OTP for convenience. 

• Assign different MFA methods based on role – Administrators can set different MFA methods for 

different roles. Click the “+” button to add user roles. For each role, you can assign a different 

MFA method. 

Example: 

• Admins may use Push Notifications for added security. 

 

6. ENABLE RECOVERY CODES?  

 

Determines if users receive backup codes for account recovery in case they lose access to their MFA 

device. 

 

 

Figure 20: Enable Recovery Codes 

 

• Yes – Users receive one-time-use recovery codes to regain access. This option would allow the 

users to download 5 distinct recovery codes. 

• No – Admin intervention is required if users lose MFA access. 

Best Practice: Encourage users to securely store recovery codes to prevent lockouts. 
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7. WHAT HAPPENS IF USERS DON’T SET UP MFA WITHIN THE GRACE PERIOD?  

 

Specifies the consequences for users who fail to complete MFA setup within the allotted grace period. 

This setting determines what action will be taken once the grace period expires and MFA is still not 

configured. 

 

Figure 21: MFA Grace Period 

 

• Restrict access to the dashboard/user page until MFA is configured – Users can log in but cannot 

access certain areas. 

• Block the user entirely – Full login restriction until an administrator manually unblocks them. 

Security Tip: Blocking users entirely is the most secure option. Restricting access to specific pages 

balances security and usability. 

 

8. HOW SHOULD USERS BE NOTIFIED ABOUT MFA SETUP?  

 

Specifies how users are reminded to complete MFA setup. 
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Figure 22: MFA Notification 

 

• Show a full-page notification after login before accessing the dashboard – Users must set up 

MFA before proceeding. 

• Show an admin notice in the dashboard – A subtle notification in the dashboard. 

Best Practice: A full-page notification ensures users complete MFA setup immediately. 

 

9. REDIRECT USERS AFTER MFA SETUP?  

 

Determines whether users are redirected after setting up MFA. 
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Figure 23: Redirect Users 

 

• Yes – Redirect users to a specified page (e.g., dashboard or security confirmation page). If you 

select 'Yes', you can choose specific roles from the drop-down list and assign a custom URL for 

each role. For example, if you select 'Editor' and enter the blog page URL, editors will be redirected 

to that page upon logging in. You can add multiple roles by clicking the '+' button. 

• No – Keep them on the same page. 

Benefit: Redirection enhances user experience by taking them to relevant sections after setup. 

 

10. CAN USERS CHOOSE THEIR PREFERRED MFA METHOD?  

 

Defines whether users can select an MFA method different from the one set by administrators. 
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Figure 24: Preferred MFA Method 

 

• Yes – Users can select from available MFA options. 

• No – Administrators enforce a specific MFA method. 

Security Tip: Allowing users to choose increases flexibility but may reduce standardization. 

 

11. CAN USERS DISABLE MFA FROM THEIR PROFILE?  

 

Determines if users can turn off MFA from their profile settings. 

 

 

Figure 25: Disable MFA 

• Yes – Users can disable MFA (if allowed by the admin). You can choose to opt out of MFA, allowing 

you to log in using only your username and password 
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• No – Only administrators can disable MFA. 

Warning: Allowing users to disable MFA reduces security and increases risk. It is recommended to restrict 

this option for high-risk accounts. 

 

MFA TAB – BAAR MFA PLUGIN 

 

The MFA Tab in the BAAR MFA Plugin enables administrators and users to set up Multi-Factor 

Authentication (MFA) methods to improve login security. MFA enhances security by requiring additional 

authentication beyond just a password, preventing unauthorized access and safeguarding user accounts. 

 

 

Figure 26: MFA 

 

AVAILABLE MFA METHODS 

 

Users can select from the following MFA options: 

1. BAAR IGA Authenticator (Push Notifications & TOTP) – The most secure method, requiring 

authentication through a mobile app. 

2. OTP via Email – A one-time password (OTP) sent to the user's registered email address. 

3. OTP via SMS with Twilio (Coming Soon) – A one-time password sent via SMS. 

4. Security Questions (KBA) – Users authenticate by answering pre-set security questions. 
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Each method can be configured individually by clicking the Configure button next to the desired MFA 

method. 

 

CONFIGURING MFA USING BAAR IGA AUTHENTICATOR (QR CODE REGISTRATION)  

 

The BAAR IGA Authenticator is the most secure MFA method, supporting both Push Notifications and 

TOTP (Time-Based One-Time Password) authentication. This method allows users to authenticate their 

login attempts either by approving a notification on their mobile device or entering a TOTP code from the 

BAAR IGA Authenticator App. 

 

STEPS TO SET UP BAAR IGA AUTHENTICATOR 

 

Step 1: Select BAAR IGA Authenticator 

1. Navigate to the MFA Tab in the BAAR MFA Plugin settings. 

2. Click Configure next to the "BAAR IGA Authenticator" option. 

Step 2: Scan QR Code for Registration 

3. A unique QR code will appear on the screen. This QR code is used to link the WordPress account 

with the BAAR IGA Authenticator App. 

4. Download the BAAR IGA Authenticator App from the Google Play Store or Apple App Store. 

5. Open the BAAR IGA Authenticator App on your mobile device. 

6. Tap Add Account and select the option to Scan QR Code. 

7. Scan the QR code displayed on the WordPress MFA setup screen. 

Step 3: Complete the Registration 
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Figure 27: BAAR-IGA Authenticator 

 

8. Once scanned, the BAAR IGA Authenticator app will generate a 6-digit TOTP (Time-Based One-

Time Password). 

9. Enter the generated OTP in the WordPress MFA setup screen and click Verify. 

 

 

Figure 28: Successfully Authenticated 

 

10. If successful, a confirmation message will appear, indicating that the BAAR IGA Authenticator has 

been successfully configured. 

Step 4: Logging in with BAAR IGA Authenticator 

After successful registration, users must authenticate their login using either: 
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• Approving a Push Notification on the registered mobile device. 

• Entering the TOTP code from the BAAR IGA Authenticator App. 

Users must enter the TOTP within 30 seconds, or the code will expire, requiring a new one to be 

generated. 

Important: If you lose access to your registered mobile device, use the Regenerate QR Code option to 

link a new device or contact the administrator for assistance. 

 

MANUAL REGISTRATION (IF QR CODE CANNOT BE SCANNED)  

 

If users cannot scan the QR code, they can register manually by entering the setup details into the BAAR 

IGA Authenticator app. 

 

STEPS FOR MANUAL REGISTRATION 

 

1. Open the BAAR IGA Authenticator App on your mobile device. 

2. Tap on (+) and select Add Setup Key. 

3. Enter the following details manually: 

o Account Name: Provided during setup 

o Email Address: Your registered email 

o Secret Key: Generated by the system and displayed on the MFA setup screen 

4. Ensure that Key Type is set to Time-Based. 

5. Tap Submit to complete the registration. 

Once added, the app will generate 6-digit TOTP codes, which can be used for authentication during login. 

 

GENERATING AND USING RECOVERY CODES 

 

Recovery codes serve as a backup login method for users who lose access to their MFA device. These 

codes ensure that users can still access their account even if they cannot use the authenticator app. 

 

HOW RECOVERY CODES WORK 
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Figure 29: Generate Recovery Codes 

 

• After successfully registering with the BAAR IGA Authenticator, users will have the option to 

Generate Recovery Codes. 

 

Figure 30: Recovery Codes 

 

• A set of 5 unique recovery codes will be generated. 

• Each recovery code can be used only once. 
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• If all 5 codes are used, users must either: 

o Reconfigure their MFA method before all codes expire. 

o Contact an administrator to reset the MFA settings. 

Warning: If users fail to reconfigure MFA before all 5 recovery codes are used, their account will be 

blocked, and they will be unable to log in. 

 

DOWNLOADING AND STORING RECOVERY CODES 

 

Users can choose to: 

• Download the recovery codes as a PDF file for safekeeping. 

• Receive the recovery codes via email (if SMTP is configured on the site). 

Important: Recovery codes are available only for users registered with the BAAR IGA Authenticator MFA 

method. 

 

OTP VIA EMAIL – BAAR MFA PLUGIN 

 

OTP via Email is a secure authentication method that adds an extra layer of protection to user logins. It 

ensures that only users with access to their registered email address can successfully log in by requiring 

a unique, time-sensitive One-Time Password (OTP) for verification. 

HOW IT WORKS 

 

1. Email Address Retrieval: 

o The plugin automatically retrieves the user’s registered email address from their 

WordPress profile. 

2. Initiating OTP Verification: 
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Figure 31: OTP over Email 

 

o When setting up OTP via Email, the user must click Verify & Save to initiate the process. 

o The plugin then sends a one-time password (OTP) to the registered email address. 

o SMTP must be configured in WordPress for email delivery to function properly. 

3. Completing OTP Setup: 

 

Figure 32: Sending OTP 

 

o The user checks their email and retrieves the OTP. 
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o They enter the OTP in the designated field on the setup screen and click Submit to 

complete the setup. 

4. Authentication During Login: 

 

 

Figure 33: OTP 

 

o Each time the user attempts to log in, the plugin automatically generates a new OTP and 

sends it to their registered email. 

o The user must enter the received OTP correctly to proceed with the login. 

This method ensures that even if a password is compromised, unauthorized users cannot gain access 

without also having access to the registered email account. It significantly strengthens security by 

providing an additional authentication factor. 

 

SECURITY QUESTIONS (KBA) – BAAR MFA PLUGIN 

 

Security Questions, also known as Knowledge-Based Authentication (KBA), provide an alternative MFA 

method by requiring users to answer predefined personal questions during login. This method is 

particularly useful when email OTP or other authentication methods are unavailable. 
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HOW IT WORKS 

 

1. Configuration and Question Selection: 

 

Figure 34: Security Questions 

 

o The user navigates to the MFA settings and clicks Configure under the Security Questions 

option. 

o The plugin provides five predefined security questions from which users must select their 

preferred options. 

2. Saving Answers for Authentication: 

 

 

Figure 35: Configure Security Questions 
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o The user enters their answers to the selected security questions. 

o These answers are securely stored and will be required for future authentication attempts. 

3. Login Authentication Using Security Questions: 

 

Figure 36: Security Question 

 

o During login, the system randomly selects one of the user’s saved security questions. 

o The user must correctly answer the question to proceed with authentication. 

o If the answer is incorrect, access will be denied, preventing unauthorized entry. 

 

Fallback Authentication with Recovery Codes: 
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Figure 37: Use Recovery Code 

 

o If a user forgets their security question answers or encounters issues with the 

authentication process, they can use their Recovery Code as a backup method to regain 

access. 

o This ensures that users are not permanently locked out of their accounts due to forgotten 

answers. 

This method enhances security while maintaining ease of access, making it a reliable alternative MFA 

option. 

 

EMAIL SETTINGS – BAAR MFA PLUGIN 

 

The Email Settings tab in the BAAR MFA Plugin allows administrators to configure and customize email 

templates used for various MFA-related notifications. These emails ensure that users receive important 

security alerts and authentication details directly in their inbox. 

 

AVAILABLE EMAIL TEMPLATES  

 

Administrators can modify and manage the following email templates: 
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1. Sending OTP via Email 

 

 

Figure 38: OTP Email Template 

 

o Triggered when a user selects OTP via Email for authentication. 

o The email contains a one-time password (OTP) required to complete the login process. 

2. Sending Recovery Codes via Email 

 

Figure 39: User Recovery Codes Email 
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o Sent when users generate or request recovery codes. 

o Includes a list of one-time-use backup codes for emergency login access. 

3. Account Locked Notification Email 

 

 

Figure 40: Account Locked Notification 

 

o Notifies users when their account is blocked due to failing to set up MFA within the grace 

period. 

o Instructs users on how to regain access or contact an administrator. 

4. User Unblocking Email 
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Figure 41: Account Unlocked 

 

o Sent when an administrator manually unblocks a user’s account. 

o Informs the user that they can now log in and reconfigure MFA settings. 

 

CUSTOMIZATION OPTIONS 

 

The Email Settings tab allows administrators to tailor the content and appearance of MFA-related emails. 

1. Edit Email Template 

• Each email template can be modified to match branding, tone, and security requirements. 

• Administrators can customize the subject, body, and footer of each email. 

 

 

Figure 42: Save Settings 
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• Click on the Save Settings to save the change. 

• You can also send a test email to verify that the email template is working correctly by clicking 

Send Test Email. 

3. Configure Sender Details 

 

 

Figure 43: From Email Address Name 

 

• Set the From Email Address for all outgoing MFA-related emails. 

• Ensures consistency in email communications and helps users recognize official security 

messages. 

3. Dynamic Variables for Personalization 

To make emails more dynamic and user-friendly, administrators can use placeholders that automatically 

insert user and site-specific details. 

 

Placeholder Description 

{site_url} Inserts the website URL. 

{site_name} Displays the name of the website. 

{grace_period} Indicates the duration of the MFA grace period. 

{user_login_name} Displays the user’s login username. 

{user_first_name} Inserts the user’s first name. 
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{user_last_name} Inserts the user’s last name. 

{login_code} Displays the OTP code for login authentication. 

{backup_codes} Lists the recovery codes for alternative authentication. 

 

By using these placeholders, emails can automatically personalize content for each recipient, improving 

communication clarity. 

 

REPORT TAB – BAAR MFA PLUGIN 

 

The Report Tab in the BAAR MFA Plugin provides administrators with a comprehensive overview of 

users' MFA (Multi-Factor Authentication) status and authentication methods. It includes visual analytics, 

detailed tabular reports, and user management controls to help administrators monitor MFA 

compliance and manage authentication-related issues effectively. 

 

GRAPHICAL REPORTS (PIE CHARTS) 

 

The Report Tab features visual analytics in the form of pie charts that offer a quick snapshot of MFA 

usage across the system. These charts help administrators track MFA adoption, analyze login trends, and 

identify security gaps. 

 

 

Figure 44: Report Tab 
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1. Total Users Enabled for MFA 

• Displays the percentage of users with MFA enabled versus those without MFA. 

• Helps administrators assess the adoption rate of MFA across the organization. 

2. MFA Methods Breakdown 

• Shows the distribution of authentication methods used by registered users. 

• The breakdown includes: 

o Push Notification (BAAR IGA Authenticator) 

o OTP via Email 

o TOTP (Time-Based One-Time Password) 

o Security Questions (KBA - Knowledge-Based Authentication) 

• Helps administrators understand which MFA methods are preferred and ensure users are using 

the most secure options. 

3. MFA Success Rate 

• Displays the percentage of successful MFA logins versus failed authentication attempts. 

• Helps identify potential login issues, such as incorrect OTP entries, expired TOTP codes, or 

unapproved push notifications. 

4. Locked Accounts Due to Grace Period Expiry 

• Highlights users who have been locked out for failing to configure MFA within the allowed grace 

period. 

• Provides insight into MFA enforcement effectiveness and helps administrators take necessary 

action to assist locked-out users. 

 

TABULAR REPORTS & USER MANAGEMENT CONTROLS  

 

In addition to graphical reports, the Report Tab includes a detailed user status table that allows 

administrators to view and manage individual users' MFA settings. 
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Figure 45: User Activity Log 

 

KEY FEATURES & ACTIONS 

 

Action Description 

Reset MFA Clears a user’s existing MFA setup, forcing them to reconfigure MFA upon 

next login. Useful for users who lost access to their authenticator or 

changed devices. 

Activate/Deactivate 

Account Access 

Allows administrators to temporarily disable or re-enable user accounts. 

Helpful in cases of security concerns or inactive users. 

Generate Recovery Codes Issues a new set of recovery codes for users who have been locked out 

due to MFA failures. Ensures they can regain access securely. 

 

These reports and management options help administrators enforce MFA policies, track user 

compliance, and provide support to users facing authentication issues. 

 

UPGRADE TAB – BAAR MFA PLUGIN 

 

The Upgrade Tab in the BAAR MFA Plugin provides users with a detailed overview of the features 

available in different versions of the plugin. It helps users understand the benefits of upgrading by 

comparing the functionalities offered in the Free, Standard, and Premium versions. 
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Upgrading to a higher-tier plan unlocks advanced security features, enhanced reporting, and premium 

support, making it easier to enforce strong authentication policies across the organization. 

 

 

Figure 46: Upgrade 

 

 

Figure 47: Upgrade 1 
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FEATURE COMPARISON 

 

The Upgrade Tab includes a comparison table that highlights the key features available in each version 

of the BAAR MFA Plugin. This table helps users determine which plan best suits their security needs. 

 

KEY FEATURES COMPARED ACROSS PLANS 

 

• Supported MFA Methods – Shows which authentication methods (Push Notification, OTP, 

Security Questions, etc.) are available in each version. 

• Role-Based MFA Enforcement – Enables administrators to enforce MFA settings based on user 

roles (e.g., requiring MFA for admins while making it optional for regular users). 

• Trusted Devices – Allows users to mark specific devices as trusted, reducing the need for frequent 

MFA prompts on familiar devices. 

• Advanced Reporting & Analytics – Provides detailed insights into MFA usage, login success rates, 

and security trends. 

• Custom Email Templates – Offers the ability to personalize MFA-related email notifications, 

enhancing branding and user experience. 

• Premium Support & Updates – Grants access to priority support and regular updates, ensuring 

users receive the latest security improvements and new features. 

UPGRADE INSTRUCTIONS 

 

The Upgrade Tab also includes step-by-step guidance on how users can upgrade to a higher-tier plan and 

unlock premium features. 

HOW TO UPGRADE 

 

• Purchase a Subscription – Users can visit the BAAR Store to select and purchase the desired plan. 

• Obtain a License Key – After purchasing, a unique license key is provided. This key is required to 

activate premium features. 

• Enter License Key – Users can enter the license key in the plugin settings to enable advanced 

functionalities. 

• Activate Premium Features – Once the license key is validated, the upgraded features will become 

available automatically. 
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ACCOUNT TAB – BAAR MFA PLUGIN 

 

The Account Tab in the BAAR MFA Plugin allows users to manage their license key and subscription 

status. This section ensures that users can easily activate, renew, or upgrade their subscription to access 

advanced security features. 

 

LICENSE ACTIVATION 

 

To unlock Standard or Premium features, users must enter and activate their license key. 

 

STEPS TO ACTIVATE THE LICENSE KEY 

 

 

Figure 48: Account 

 

Enter the License Key – Users must input the unique license key provided after purchasing a Standard or 

Premium plan. 

Activate Subscription – The plugin will verify the license and enable the respective features. 

Unlock Advanced Security Options – Upon successful activation, users can access premium MFA 

methods, advanced reporting, trusted devices, and more. 
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SUBSCRIPTION DETAILS 

 

Once the license key is activated, the Account Tab displays key subscription details, helping users track 

their plan status. 

DISPLAYED SUBSCRIPTION INFORMATION 

 

• Registered Email Address – Shows the email address linked to the license. 

• Plan Type – Indicates whether the user has a Standard or Premium subscription. 

• Number of Allowed Sites – Displays the number of websites the license can be used on. 

• Subscription Status – Shows whether the license is Active or Expired. 

• License Expiry Date – Helps users track when their subscription needs renewal. 

 

LICENSE MANAGEMENT 

 

The Account Tab also provides tools to update, renew, or manage the license key for uninterrupted 

access to premium features. 

MANAGING YOUR LICENSE KEY 

 

• Update License Key – Users can enter a new license key if they upgrade or renew their 

subscription. 

• Expiration Alerts – If the license expires, users will receive notifications and prompts to renew 

their plan. 

• Seamless Renewal – Users can renew their subscription anytime to continue enjoying enhanced 

security and premium support. 

The Account Tab serves as a central hub for managing license activation, subscription details, and 

renewals, ensuring users always have access to the latest security enhancements in the BAAR MFA 

Plugin.  
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BRAND SETTINGS TAB – BAAR MFA PLUGIN 

 

The Brand Settings Tab allows organizations to customize the BAAR MFA Plugin with their own branding, 

ensuring a seamless and professional user experience. This feature is exclusively available in the 

Premium version. 

 

CUSTOMIZATION OPTIONS 

 

 

Figure 49: Brand Settings 

 

 

Organizations can personalize the MFA experience by modifying key branding elements: 

Logo Upload – Admins can upload their company logo, which will appear on MFA setup screens, login 

prompts, and authentication pop-ups, providing a branded experience. 

Custom Plugin Name – The BAAR MFA Plugin name can be renamed to match the organization’s brand. 

This name will be reflected in notifications, pop-ups, and user-facing interfaces, reinforcing brand 

identity. 

 

BENEFITS OF BRAND CUSTOMIZATION 

 

• Consistent Brand Identity – Users will see the company’s branding throughout the MFA process, 

increasing familiarity and trust. 
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• Seamless User Experience – Customizing the MFA screens ensures a professional and unified 

look across all authentication touchpoints. 

• Enhanced Credibility – Displaying the company’s logo and name reassures users that they are 

interacting with a trusted system. 

By enabling Brand Settings, businesses can align the BAAR MFA Plugin with their corporate identity, 

improving user experience while maintaining strong security protocols.  

 

FAQ & SUPPORT TAB – BAAR MFA PLUGIN 

 

The FAQ & Support Tab is designed to provide users with quick assistance by offering a comprehensive 

FAQ section and a direct support request option. This tab ensures users can find solutions efficiently and 

reach out for further help when needed. 

 

FAQ & SUPPORT FEATURES 

 

 

Figure 50: FAQ & Support Tab 

 

FAQ Section – A curated list of frequently asked questions with detailed answers, helping users 

troubleshoot common issues on their own. This section covers topics like: 

• MFA setup and configuration 
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• Troubleshooting login issues 

• Recovering lost access 

• Managing recovery codes 

Support Query Form – A built-in contact form that allows users to submit their queries directly to the 

BAAR support team. Upon submission: 

 

 

Figure 51: Contact Us 

 

• The request is sent via email to the BAAR support team. 

• Users receive a confirmation that their query has been logged. 

• Support representatives will review and respond with guidance or troubleshooting steps. 

 

BENEFITS OF THE FAQ & SUPPORT TAB 

 

• Instant Solutions – Users can quickly resolve issues without waiting for support responses. 

• Seamless Assistance – Directly reach BAAR’s support team when additional help is needed. 

• Improved User Experience – Ensures smooth operation of the BAAR MFA Plugin with minimal 

disruptions. 

By using the FAQ & Support Tab, users can quickly access troubleshooting resources and get direct 

assistance, ensuring a smooth and hassle-free MFA experience. 
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Recovery Code Feature 

If you are unable to log in using TOTP or any other multi-factor authentication (MFA) method in BAAR 

MFA, you can use the Recovery Code as an alternative login option. 

To proceed, click the Use Recovery Code link on the login page. Enter your Recovery Code in the provided 

field and click the Submit button to complete the login process. 

 

CONCLUSION 

 

The BAAR MFA Plugin enhances security with multi-factor authentication (MFA) while ensuring flexibility 

for users and administrators. It supports Push Notifications, TOTP, Email OTP, Security Questions (KBA), 

and SMS OTP (Coming Soon) for secure authentication. With features like role-based enforcement, 

recovery codes, and customizable notifications, organizations can tailor MFA to their needs. Premium 

options such as brand customization, advanced reporting, and trusted device management further 

improve security and usability. By implementing BAAR MFA, organizations can strengthen access security 

while maintaining a seamless user experience. 
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